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1. Introduction

This white paper looks at the role that Service Level Agreements (SLAs) play in the relationship between Managed Hosting providers and customers. It examines the value of effective SLAs for both provider and client, looking at best practice and identifying potential pitfalls for both parties. 
The report also covers independent website monitoring and malicious third party attacks (in the context of SLAs). Finally, there is a section which identifies important areas of SLA content and highlights potential pitfalls for all parties.
1.1 Methodology

This report was written after desktop research and 14 qualitative interviews. Most of the respondents were senior employees either at leading UK Managed Hosting companies or at organisations who use the services of Hosting companies. We also interviewed site monitoring organisations as well as a partner in a law firm with extensive experience in this area. The comments quoted in this report are not exhaustive but are meant to be illustrative of the opinions gleaned during this research. 

1.2 Definition

An SLA is a legally binding contractual document between an external service provider and customer which defines the service to be delivered as well as setting out the levels of performance which the provider must meet. The SLA will outline the responsibilities of both the provider and the customer, and will normally set out the method of measuring performance. The SLA will typically set out the service credits available to the customer if there is a shortfall in performance. 

2. Value of SLAs 

2.1. Purpose of an SLA
2.2. Before a formal relationship
2.3. Start of the relationship

It is clear that some companies will not even think about SLAs until they are convinced that the provider can deliver in terms of ability, experience, reliability, proactive customer service and responsiveness. Others will look at the SLA and assess this along with these other criteria. Price of service will also inevitably be a crucial factor and weighed against the other considerations. 

While some providers offer a standard SLA which they can send out in advance to prospective customers, there are others who will tailor each SLA according to the requirements of the customer. For these providers, there is no such thing as a generic SLA because every client has different needs. 

There are also providers who can provide standard SLAs for different levels of service – e.g. proactive service and reactive service - and then refine these according to the particular requirements of the client. 

The largest enterprise customers will be the most likely to spend time scrutinising and tweaking SLAs because more money will be involved. The agreements will be pored over by lawyers to make sure there are no loopholes or omissions. 
The final content and detail of the SLA will often depend on the priorities of the client and the trade-off they want to make between price and the levels of service. Customers may want different SLAs to cover different parts of their business, depending on how critical a particular part of the network is. “Some clients don’t want to pay for 24-hour support while others want to get straight to the top of the queue,” said Steve Nice of ForLinux.  
One interviewee, who runs a small web content management company and relies on the services of a hosting company, said that he had not scrutinised the SLA until there had been a problem with the service: “Sometimes a website has been down and the provider didn’t warn us about it. It’s very embarrassing and costly for the business.”  
The same respondent said that it was important to be clear about the details of an SLA, for example the hours during which maintenance is permissible and the nature of compensation for unscheduled downtime. It is important for companies to understand that they may not be at the top of the pecking order if things go wrong, particularly if their provider is likely to have more valuable relationships with other clients.
The client needs to be confident that the provider will consistently deliver and be as attentive throughout the relationship as they are when they are trying to win the account at the outset. If things go wrong a few months down the line, the customer will want to know that they have a clear point of contact who they have dealt with before rather than being put on hold by a faceless help desk. 



The SLA will help to underpin the relationship in its early stages, identifying boundaries and responsibilities so there is transparency and accountability about who is responsible for what. 
The following matrix (figure 2) illustrates how the amount of detail and tailoring involved in finalising the SLA should depend on the type of relationship between customer and supplier. 
Figure 2 - How tailored should the SLA be?









The SLA is seen by many as a “framework to hang the relationship on”, setting realistic expectations about performance and, hopefully, limiting the chances of acrimony and litigation. If the SLA is agreed to the satisfaction of both parties, then this can lay the foundations of a relationship based on mutual trust and confidence. 

According to Steve Hart, Website Development Manager at the Alliance & Leicester, the SLA should naturally take a back seat if the relationship is functioning effectively: “The process of agreeing an SLA is very rigorous at the start of the relationship. If you can’t write it down on a piece of paper then you can’t really demand it. It does form an important part of any contractual negotiation.
“Of course there has to be an appropriate framework, but I believe that if you have to dust down the contract and look at what is being said about x, y and z there is something fundamentally wrong.
“In my experience, SLAs are never looked at unless the relationship has gone sour. It’s much more important to have an effective and strong relationship rather than a set of SLAs which can’t stop things from going wrong.” 

2.4. On-going role of SLA during relationship

3. How can the performance of a managed hosting company be monitored effectively?

4. Malicious third party attacks and SLAs
5. Content of SLAs 
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